
Secure your organisation &
defend from cyber attacks.

Overview
Munster Technology University Cork, 
(formerly Cork Insitute of Technology), 
partnering with Presidio, deployed 
Presidio’s Managed Security Service 
platform. It combines Presidio’s 
Managed Security Operations Centre 
and the toolset powered by IBM 
QRadar’s market-leading technology.
This offers the optimum combination 
of people, process and technology.

Presidio won the tender for MTU’s 
Security Information & Event 
Management (SIEM) solution with 24/7
Security Operations Centre (SOC) 
coverage, including solution 
deployment and configuration and 
response to high priority alerts. 

Now all HEAnet member companies 
can purchase from this tender - saving 
time and money. For MTU this service is 
“less than the cost of one security 
engineer.”

The Challenge
After two non-malicious but important 
security incidents, MTU needed to 
upgrade all security systems.

One of the incidents was simply to do 
with publicly available timetables 
where a student accessed other 
student’s timetables. But it highlighted 
a security hole in MTU’s security layer 
which meant the Data Commissioner 
had to be informed. As a result, MTU 
had to undertake penetration tests on 
all systems.

Jonathan McCarthy, Head of ICT at 
MTU, carried out research to find out 
how best to secure the organisation. 
He asked companies in both private 
and public sector what they felt the 
best system would be. He was told “in 
no uncertain terms” that SIEM was 
what they needed.

The Solution
Jonathan investigated recruiting a 
cybersecurity expert to run their own 
SIEM. But he soon realised that it 
would be hard to recruit and retain this 
position when there is a shortage of 
qualified people in the country.

He shopped around for a managed 
SOC/SIEM service and “Presidio came 
out on top”. MTU purchased Presidio’s 
Managed Security service based on 
IBM QRadar technology. 

Delivered by Presidio’s Managed 
Security services team, analysts focus 
on the events that matter and act 
swiftly to defend against them. The 
service accurately detects and 
prioritises threats to MTU’s IT 
infrastructure. 

CASE STUDY

Many IT departments are 
challenged by the shortage of 
skilled security personnel and
restricted budgets. 
And yet, they must still 
comply with data protection 
regulations, have full visibility 
of security posture, rapidly 
identify threats and respond 
to thwart these threats.

What does the SOC/SIEM Service do?
◆ Central point for monitoring, 

synthesising and acting on threats

◆ Prepares for and responds to cyber 
threats, preventing them from 
impacting the business

◆ Provides cyber risk and compliance 
reporting

◆ Ensures that groups managing 
critical infrastructure components 
are aware of potential threats to 
enable quick remediation of risks

The Result
The Managed Security service handles 
at least 1,500 events per second and 
50,000 flows per minute. In MTU Cork, 
it takes just over 6 minutes to process 
1 million transactions – no human can 
deal with that level of activity.

 

This deployment scheme allows them 
to abstract upstream access to the 
core functionality of applications to 
simplify the internal client interface, 
reduce the attack surface and prevent 
vendor lock-in.
 
The following high-level component 
diagram illustrates the role the Ping 
infrastructure plays in the overall 
solution architecture.

For the Authentication API, the Presidio 
team leveraged AWS Lambda, fronted 
by an API Gateway, to provide proxy 
functions to the underlying Ping 
Identity EKS cluster. NestJS, a flexible 
and progressive Node.js framework 
for building services, was used to build 
out the functions that provide token 
creation, validation and management 
for OAuth clients and end users.
 
The Presidio team used the 
same approach to implement the 
Management API. This API provides: 
◆ Endpoints for new client registration

◆ User management functions such 
as identity creation, modification, 
and deletion 

◆ Identity grants

◆ Legacy application user migration

◆ Client secret management tasks

Certain endpoints, such as those 
that provide end-user management 
actions, were built using Amazon SNS 
for routing messages to outbound 
mail services. Others, such as the 

client secret management functions, 
use AWS Glue to disable clients with 
expired secrets, in addition to SNS 
for messaging.
 
The Security Services suite of services 
and applications ultimately includes 
a custom Angular web application. 
The Login App interacts with the 
Authentication API for all user actions, 
such as communicating auth codes 
and retrieving tokens.

Operations Console
The Operations Console is a unified 
platform logging dashboard and 
centralized repository for application 
and service event data that allows an 
operations support team to manage 
and view logs, view data ingestion 
metrics, and monitor the quality 
of the incoming data. Additionally, 
the Operations Console dashboards 
provide insights into infrastructure 
performance, as well as jobs and 
alerting capabilities.

So that the customer could meet its 
application observability needs, the 
Operations Console contains:
◆ An end-user dashboard application 

providing insights and operational 
intelligence on key KPIs informed 
by log and metric events

◆ A centralized log and event data 
lake for long-term storage 

◆ Ingestion endpoints for pulling 
in heterogenous application log 
and metric data packets

◆ An endpoint for third-party 
tools to pull specific, indexed 
data for external alerting and 

messaging.
 
Central to the Operations Console 
architecture is the implementation of 
AWS OpenSearch, in which Logstash 
handles event data coming from 
various ingestion streams and writes 
the data to S3 while simultaneously 
pushing the events into an 
Elasticsearch cluster. Kibana is then 
used as the dashboard for viewing the 
various customer-defined KPIs.
 
Presidio leveraged a variety of AWS 
offerings to allow the customer to pull 
in event data as needed, on-demand. 
Third-party applications can now 
access the Elasticsearch indices using 
a proxy API Gateway whose endpoint 
is managed by Security Services via 
a Lambda authorizer. Security Services 
also allow team members to access 
the Kibana dashboards to track user 
and client activity metrics.

Services / Technologies Used:
AWS Services: Amazon VPC, AWS 
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VPN, Amazon CloudWatch, Amazon 
S3 (including Glacier), AWS Lambda, 
Amazon API Gateway, Amazon EKS, 
AWS WAF, Amazon Kinesis, Amazon 
OpenSearch Service, Elastic Load 
Balancing, AWS Network Firewall, 
Amazon CloudFront

Other Services/Frameworks/
Technologies: PingFederate, 
PingDirectory, Terraform, NodeJS, 
NestJS, Angular, Typescript

Results/Benefits
The Security Services and Operations 
Console solutions are intended to be 
more than just prerequisites for the 
Data Insight program overhaul. 
Both solutions provide upfront 
value to any integrated service 
or application. Security Services is 

based on the widely adopted OAuth 
2.0 specification, which translates into 
smoother and less costly integrations 
with new application development, 
as well as third-party services and 
products. Similarly, the Operations 
Console is a configurable centralized 
logging and metric event service 
that allows for more efficient 
application/service observability 
for newly developed endeavors 
within the enterprise.

The customer selected AWS primarily 
to build out a centralized, cloud 
infrastructure for EHR and revenue 
lifecycle services. The primary goal 
being to manage large streams of 
data coming from its practice-oriented 
customer base and avail the data to 
operational and application intelligence 
solutions. This progressive move 
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Presidio’s Managed Security 
services offers on-premises, 
private or hybrid cloud solutions, 
powered by IBM QRadar

✔  detects and responds to threats        

     in real time, keeping data secure

✔  increases resilience by learning        

      about the changing threats

✔  derives user behaviour             

     intelligence in order to prioritise        

     the deployment of technologies

✔  identifies and addresses        

      negligent or criminal behaviour

✔  detects risky user behavioural       

      anomalies that could be            

      indicators of insider threat


